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Zakladni dohled

NOC / HelpDesk / Service Desk

Nonstop uzivatelska podpora

e support@cesnet.cz Qy +420 234 680 222

« www/cesnet.cz = kontakty Napiste nam

o 24x7

Kontaktni formular

 zakladni uroven dohledu / podpory
e rozcestnik k vySsim Urovnim podpory

« sluzba pohotovosti sitového specialisty 24x7



mailto:support@cesnet.cz

Monitoring sité

Vychodisko

..0 ¢em nemam informace, to nejsem schopen ridit ani gramotné spravovat..

Zakladni okruhy otazek

v jakém stavu je infrastruktura ?

 jaké datové prenosy byly infrastrukturou uskutec¢nény, kudy data tekla ?
e kdo/co stoji za konkrétnim datovy prenosem ?

e umime analyzovat/detekovat provozni anomalie/dtoky ?

Clenéni problematiky

e monitoring infrastruktury
e monitoring provozu



Monitoring infrastruktury

Smysl, potrebnost

kazda sit, bez ohledu na to kam je pfipojena, by méla mit souvisly monitoring
alespon zakladnich metrik popisujicich stav, chovani a vyuziti..

sitové prvky, vyznamné zdroje (servery, virtualiza¢ni platformy, specificka zatizeni...)

up/down state, packet rates, bit rates, discards, errors, charakteristiky pfipojeni na fyzickou
vrstvu apod. na rozhranich, ..CPU na prvcich, teploty, alokace paméti apod.

++ pokud to umi zahlasit prekroceni nastavenych limitl (zatéz, chybovost,..), zmény stavu ..



_c_:_g_gnet Monitoring infrastruktury

Speed [bps]
technical
input {admin.)

diimin.

Bit rates [bps]

Input
min=2.265G
max=29.492G
avr=12.150G

Output
min=22.366M
max=9.069G
avr=4.148G

| Input
min=45.535
max=85.409
avr=71.882

| Qutput
min=14.591
max=>54.465
avr=28.118

Measured interfaces 2024/05/08 19:10:04 ... 2024,/05/08

Found 23:10:04 Errors [pps] Discards [pps]

-1 week max=1 148 Inpui.: errors -1 week Input discards
T o Ar.lrnirl.._up o mlﬂ=_[l.[lﬂ[l 25[‘3 " min=0.000
max=100.0G Opzé:‘;:i_nlg o g:i}:;ngizfn max=0.000
) max=100.0G ? 30 Apr 61 May K  max=1 _ T (des . avr=0.000
Dutp.ut errors g /| Output discards
min=0.000 38 Apr 61 May 62 min=0.000
a max=0.000 max=0.000
Ethernet errors [fps]
alignment errors mMin=0.000 max=0.000 avr=0.000 -1 week
checksum errors min=0.000 max=0.000 avr=0.000 200
frames too long min=0.000 max=168.195 avr=128.259m
SQE test errors min=0.000 max=0.000 avr=0.000 168
8 30 Apr E May 82 May 3 May 84 May @5 May 06 May i internal MAC transmit errors min=0.000 max=0.000 avr=0.000 339 T
internal MAC receive errors min=0.000 max=0.000 avr=0.000
carrier sense errors min=0.000 max=0.000 avr=0.000
Packet rates per class - Input B .
 Input/Output traffic ratio [%]  Unicasts min=334.171k max=3.362M avr=1.34TM} |, _ .

Multicasts min=15.872 max=86.598 avr=48.550 18 H
Broadcasts min=45.822 max=281.797 avr=114.346 N 6.6

-

SEIApr 81 May 62 May @3 May @4 May @5 May 06 May

Input

- ’ -1 week
-1 week min=765.227
max=1.512k
108 avr=1.106k
Output
min=1.827
2 max=1.380k 8.8 -
38 Apr 81 May 682 May @3 May 84 May 05 May @6 May ; 38 Apr 81 May 82 May 83 May @84 May 65 May 86 May

-t e T AT



Monitoring infrastruktury

Sbér dat, nastroje

e sbér dat
« SNMP
« telemetrie
« zpracovani - znamé/popsané workflow i na open source nastrojich
 telegraf, influx+grafana, prometheus
« CACTIi, MRTG, MUNIN, LibreNMS, ...

 Ize implementovat napt. i jako metriky v zabbixu / nagios / icinga



Monitoring infrastruktury

Interpretace dat ..bez ohledu na pouzity nastroj
 spravna interpretace < znalost zpUsobu méreni, znalost vyznamu

Bit rates [bps] -1 hour Ethernet errors [fps]

g alignment errors -1 hour
checksum errors

frames too long

4.8 m
S0E test errors 2.8 m H‘—\—U_
6.8 - »

internal MAC transmit errors

Input 1.2 6
min=22.283M 1.8 6
max=604.070M 0.8 G
avr=118.562M 0.6 G

Output Zhi e ; ; 87:88
min=205.926M e internal MAC receive errors
max=1.159G o N carrier sense errors
avr=675.617M ’ B6:58 67:648 67:18 67:28 B67:38 B67:48

Ethernet errors [fps]
alignment errors -1 hour
checksum errors

Discards [pps]
Input discards

. 780 m
min=406.896m 506 m frames too long i
max=557.317Tm  spp m [ SOQE test errors

— 4080 A S
avr=501.015m " internal MAC transmit errors e >
Output discards . i 87:80

: 200 m internal MAC receive errors

min=0.000 100 m i
3 carrier sense errors

= 8
max=658.276m B6-50 87-80 87-10 87-20 B7-30 B7-40

avr=31.984m
n_BN LR EEEN H_EEEN EEEN
B BB BB B Bl B | B |

hour

L




Monitoring infrastruktury

systém G3

» vlastni nastroj, historicky vyvinut pro potreby
monitoringu paterni site (presneJS|/deta|IneJS|
informace oproti tehdy dostupnym)

e muze byt nasazen i v lokalnich sitich s

GEANT

T
Ceskée Budgjovice

 periodicky sbér dat z prvkd infrastruktury
(dominantné SNMP, minimalisticka konfigurace)

« seskupeni namérenych dat ze zafizeni = logicka
struktura zarizeni, ulozeni dat

Bit rates [bps/
Input
hin=861.664k
max=99.0296
avr=17.5526
Output
min=2.646M

e pristup k datim

max=98.5566
avr=1.9426

oo GO el R ) He
NZJDZ&JN FhNMN Apr '

e interaktivni Ul - vyhledavani objektd +
vizualizace objektl (v¢. agregované)

Packet rates [pps]
Input "
min=122.052 W01
max=11636M np
2K
avr=L568M ik
Output
min=119.689k

P
marz148.783M o
0 - <5 —
; Nev 23 Dee'23  Jan ‘26 Fab 24 Mar 24 Apr 24

004
[

e vizualizace udalosti
e NOMilccENRE L K NEEN_ _SEEEN _EEN_ENE__&N_§NI

L1
M
0N

avr=1043M




systém G3

ukazka Ul

 vyhledani

« struktura objektd

e expand &
collapse

[-] CESNET3
[+] Brmo
[[1Bmo 1
[+] router,
[+] router,
[+] Bmo 2
[+] Ceske Budejovice

‘esnet.cz, |
J.cesnet.cz,

Monitoring infrastruktury

| Reload/refresh
Object description filter .7 Device §
cesnet3GNIX&[interface case sensitive
@fo Oﬂn
apply as negative
@Nu D‘ms

. apply as skring v [

Time period Others

Set tree template Full

From -1 hour Mark matching objects no v |, unmark all .
Tonow Technological interface descriptions show v
Calor scheme |khakifyellow v
CESNET3 -v
Praha
router, R -

[Interfaces] -v
O Bundle-Etherl04, #&73855572 NIX4 (CE Colo)
O Bundle-Etherl04.10, #&65302478 NIX4 (CE Colo) - verejny peeril
0O Bundle-Etherl104.11, #&70718523 NIX4 (CE Colo) - FENIX, 2001

O HundredGigEQ/0/0f8, #&B1966685 NIX4 [TAP 50/50, 400G-XP slof
Praha

router, R v
[Interfaces] -v
O Bundle-Etherl02, #&57723227 NIX1 (CRa)
O Bundle-Etherl02.10, #&11552296 NIX1 (CRa) - verejny peering, |
0O Bundle-Ether102.11, #&75025153 NIX1 (CRa) - FENIX, 2001:7f8:
0 HundredGigED/0/0/0, #&26458102 NIX1 (CRa) [BE102, TAPS0/50]

G3 system - user interface

"« | Time period

Others
Set tree template full

From1 hour Mark matching objects no v |, unmarkall .
T [now Technological interface descriptions show v
Calor scheme khakifyellow v
CESNET2 v
CESNET v
server, g¢  cesnet.cz, FTAS-CESNET, gc , 195.113. v
0 [System]
o lr]
o [TCP]
0 [UDP]
o [ICMP]
0O [SNMP]

[Interfaces] v

0O etho, 2001:718:1:c:

0O ethl

o lo, 0:0:0:0:0:0:0:1,127.0.0.1
[HW] -v

.195.113.

0 *** HW overall information *** (structure, serial numbers, unclassified CPU)

O Genuinelntel: Intel(R) Xeon(R] CPU E5-2660 v3 @ 2.60GHz, 0
O Genuinelntel: Intel(R) Xeon(R) CPU E5-2660 v3 @ 2.60GHz, 1
O Genuinelntel: Intel(R) Xeon(R) CPU E5-2660 v3 @ 2.60GHz, 2
O Genuinelntel: Intel(R) Xeon(R) CPU E5-2660 v3 @ 2.60GHz, 3
O Genuinelntel: Intel(R) Xeon(R] CPU E5-2660 v3 @ 2.60GHz, 4

version: 24.3, author: T

- Compact Ul + Simple filtering - Time period - Navigation results + Special checks + Sessions + Shared configurat
| Reload/refresh Se
Object description filter .7 Device filter based on object description filter .7 Me:
itive | case sensitive
gc .cesnet.c] case sens
@uﬁ’ Oon @uﬁ Oon
apply as negative apply as negative
@No OYES @No OYes
/|apply as string v #|apply s string v

Show marked objects with the help of

View (auto): 3. packet rates

View (auto): 4. descriptions, states, byt
View (auto): 5. detailed analysis

[HW] €PU utilization (CPU in last 1 min
[HW] DSP card utilization (Actual DSP «

.W



Monitoring infrastruktury

systém G3

Measured interfaces
-1 week

Speed [bps] Estimated packet length [bytes]
-1 week -1 week

Input/Output traffic ratio [%]
-1 week

k 7 k | . | . 03 Apr 03 Apr  OF Apr B tor o7 er
L4 U aZ a U - VIZU a IZa Ce Found max=1 technical max=10.06 8o+ 03 Apr 05 Apr 07 Apr 03 Apr 65 Apr 67 Apr
N input (admin.) max=10.0G
Admin. up max=1 max=10.06 Input Input
Operating max=1 min=588.125 max=1.532k avr=1.074k min=91.625 max=99.602 avr=94.767
p % Output Output
arameters min=254.346 max=1.360K aur=637.202 min=0.398 max=8.375 avr=1213
type ethernetCsmacd
- — - Bit rates [bps] Packet rates [pps] Packet rates per class - Input Packet rates per class - Output
interface description TenGige/1/0/9, | NG 1 week 1 week 1 week 1 week
IP address 2001:718:0:
fe80:0:0:0:8ald:fcff-fefb:597f 809 k 800 k
w0 k &0 k
|Pv6 address parameters [1] inaccessible, manual, m o & 40 k I
preferred, stateful, stat | 20 k
; " X v
stateless, unicast » b h pr o 05 Apr 07 Apr ' h dpr 05 Apr 07 Apr
IPv6 address parameters [2] unicast, preferred, mar oo 4 P B »
unicast, preferred, stat P Pr e P P e Unicasts  min=78.489 max=893.030k avr=419.721k [pps] Unicasts  min=1.320k max=24.654k avr=6.686k [pps]

Multicasts min=0.000 max=776.549m avr=14.582m [pps]
Broadcasts min=0.000 max=22.837 avr=23.999m  [pps]

Input - min=79.621k max=894.270k avr=420.852k Multicasts min=343.260 max=1.089% avr=889.413  [pps]
Broadcasts min=89.722 max=299.322 avr=241.383  [pps]

IPv6 address parameters [3] unicast, preferred, stat Input min=503.947M max=8.238G avr=3769G
unicast, preferred, stat Outputmin=4.275M max=239.556M avr=34.034M Output min=1.32% max=24.654k avr=6.686k

IPv6 address parameters [4] unicast, preferred, mar

| Errors [pps] Discards [pps] Ethernet collisions [fps] Ethernet errors [fos]
unicast, preferred, stat P . S A
-1 weex -1 week -1 Week -1 Week
IPv6 address parameters [5] unicast, preferred, stat
unicast, preferred, stat 8 2ok ; g 8
IPv6 address parameters [6] unicast, preferred, mar g ' 0 g
unicast, preferred, stat 4 Lok 04 s
IP network H 0.2 2
: Bald:fcff:fefb:597f/128 04 IR PP I i iV L Ll 0.0+ v - L
195]13-25525525525‘1 03 Apr 05 Apr 7 Apr 03 Apr 05 Apr 07 Apr 03 Apr 05 Apr 07 Apr 03 Apr 05 Apr 07 Apr
phys. addr. 88:1d:fc:fb:59:7f Input errors - min=0.000 max=8.879 avr=5.844m | Input discards min=18.500 max=2.435 avr=53.032 | single collisions min=0.000 max=0.000 avr=0.000 [alignment errors min=0.000 max=0.000 avr=0.000

min=0.000 max=8.373 avr=5.560m
min=0.000 max=25.139m avr=24.771u

MTU 9216 Output errors min=0.000 max=0.000 avr=0.000 | Output discards min=0.000 max=432.068m avr=588.352u multiple collisions  min=0.000 max=0.000 avr=0.000  checksum errors
deferred transmissions min=0.000 max=0.000 avr=0.000 | frames too long

IPv6 effective MTU 9202 excessive collisions  min=0.000 max=0.000 avr=0.000 SQE test errors min=0.000 max=0.000 avr=0.000
IPv6 Physical Address 88:1d:fc:fb:59:7f late collisions min=0.000 max=0.000 avr=0.000 | internal MAC transmit errors min=0.000 max=426.235m awr=586.382u
SNMP index 162 internal MAC receive errors min=0.000 max=0.000 avr=0.000

carrier sense errors min=0.000 max=0.000 ayr=0.000



systém G3

e ukazka Ul - vizualizace

0/0-Hot Swap Fixed CS, sensor, Board Current Sensor, N/A

Sensor with thresholds

power/level min=-nan max=-nan avr=-nan [dBm]

true state min=-nan max=-nan avr=-nan (1]

electric current  min=34.604 max=37.133 avr=35.891 [amperes] 4]

Week 18

0/0-Hot Swap Fixed VS, sensor, Board Voltage Sensor, N/A

Sensor with thresholds

power/level min=-nan max=-nan avr=-nan [dBm]

true state min=-nan max=-nan avr=-nan (1] -12 day

electric potential DC min=12.000 max=12.000 avr=12.000 [volts] nt
greater or equal critical threshold min=14.4 max=14.4

min=14.3 max=14.3 L

Week 19

View (auto): 5. detailed anal} | |gad

min=14.3 max=14.3 1
min=10.8 max=10.8 Week 18
min=10.9 max=10.9
min=10.9 max=10.9

less or equal critical threshold
less or equal major threshold

Week 19

-12 hour
CPU utilization 100
— | CPU current min=11.000 max=97.000 - ” 'I “‘ :IN{ 'W‘h‘
avr=51.238 2 WYY
B+ »
Thu 60:88

Monitoring infrastruktury

Genuinelntel: Intel(R) Xeon(R) Gold 6242R CPU @ 3.10GHz, 0

-12 hour
CPU utilization o
CPU current  min=3.000 max=95.000 9] 58 w 1
| |load avr=28.598 i |JL \/lk'u
Tha 00-00 £

View (auto): 5. detailed analysis
Genuinelntel: Intel(R) Xeon(R) Gold 6242R CPU @ 3.10GHz, 1

View (auto): 5. detailed analysis
Genuinelntel: Intel(R) ¥eon(R) Gold 6242R CPU @ 3.10GHz, 2

-12 hour
CPU utilization =
CPU current  min=4.000 max=96.000 %] 50 lﬂ ’M“‘
load avr=37.463 - ']ﬁ«‘ Ll
84 >
Thu 08:60

— View (auto): 5. detailed anafysfs'




Monitoring infrastruktury

IP reassembling and framentation

SyStém G 3 Fragments needed to be min=0.000 [dtgmys]

reassembled max=0.000 avr=0.000
, . . min=0.000 L
e ukéazka Ul - vizualizace ioguantitnn oo mex=oo0 awr=o000 9
i : min=0.000 e
IP input traffic Reassembly failures i [dtgmys]
Received datagrams 12 day min=0.000 el
: 22 04 : . 400
min=2.237k 4 | Fragmented OK max=365.486m [dtgm/s] o0 5
max=6.933k 6.0 k ; ;& avr=4.055m a
s ¥ 2 ; g . »
avr—4,22_?k [dtgm/s] 4.8 k min=0.000 2 2 week 18 weelk 19
Locally delivered datagrams 2.8 k =) {fragmenty
min=2.237k 0.8 = | Fragments created max=730.971m :
i Week 18 Week 19 & 5]
max=6.933k 4 avr=8.110m
avr=4.227k Discarded - "don’t fragment .
— |flag set” while g [digmys]
IP output traffic 2 max=0.000 avr=0.000 2
R fragmentation needed
grams 12 day
L & | 1P problems
max=0.000 POl i e wf i . " = ' T —
avr=0.000 [dtgmys] 5 k AT I el g e el I et Input header errors ER N T OLIOE L _rgj_._.‘
Local output requests 3 avr=0.000 =
min=2.742k 0 R weak 15" o | Input destination address min=0.000 max=0.000 [dtgm/ T
max=8.517k “ |error avr=0.000 g] < day
avr=5.760k [dtgm/s] __ | Input unknown/unsupported min=0.000 max=0.000 [dtgm/
IP local traffic protocol (locally addressed) awr=0.000 s e
Locally delivered datagrams . : min=0.000 max=0.000 [dtgm/
3 -12 ;]'c.'j-"
min=2.237k . gt disc ks avr=0.000 s] ) .
max=6.933k j min=0.000 Week 18 Week 19
. a\.rlr:4;22?'tk. : Latgmys] ) max=103.853
ocal output requests 4 2 avr=750.313m
min=2.742k N Week 18 week 19 :
max=8.517k 3 min=0.000 max=0.000

No output route i
aur=5.760k : avr=0.000




Monitoring infrastruktury

TCP traffic
r
System G3 Input segments 12 day
min=68.660m
. . . max=1.072k i
o ukazka Ul - vizualizace aur=1.311 T, .
Qutput segments
min=171.650m B EET R
max=13.155k
UDP traffic avr=4.575 [segments/s]
Input datagrams 12 day TCP connections and connection states
min=1.599k min=0.000 ) _
CLOSED to SYN-SENT max=62.000 [connections]
max=6.921k avr=2.349
avr=4.220k [atgm/s] 5 k QAR min=0.000 -
o LISTEN to SYN-RCVD state  max=33.000 [connections] < 98Y
Output datagrams / avr=16.820 .1
min=2.666k 9 8 SYN-SENT or SYN-RCVD to  min=0.000 1
R Neek1a Neek; 13 CLOSED plus SYN-RCVD to  max=1.000 [connections] - ot
max=8.514 LISTEN avr=1.511m o I T T R TR T T T
i + in— Week 18 Wesk 19
avr=5.75% [dtgm/s] ESTABLISHED or CLOSE-warr Mn=0.000 S
to CLOSED max=3.000 [connections]
UDP problems e i
TCP connections ESTABLISHED ™'"=2:000 .
L7 ﬂlay or CLOSE-WAIT max=30.000 [connections]
min=[l.0{}[l avr=26.920
o 600 -12 day
max=538.118 450 TCP problems ok
m
avr=2.340 min=0.000 max=0.000
Input errors s avr=0.000 —
: g i Segments containing  min=0.000 max=155.339m  [segments/ e i S s e
min=0.000 RST flag sent avr=41.181m s] B er—r I".'Eekll_llﬂ_ pp— {'H'E;!k o




Monitoring infrastruktury

systém G3 12 oy
e v e-infrastrukture CESNET vessurement tine ste o ﬁ
" , . , " , . o min=40.027 300
e zafizeni e-infrastruktury (+ vybrana zarizeni uZivatelU) | mo-sssss 0
avr=426.665 [s]
e aktualné méreno :
e ~ 110+ zafizeni e
e ~ 8000+ SlItIOVS/Ch rOZh ranll Time spent with measurement (average) 200 Jotb bbb
min=16.64Tm 360
e ~ 4000 HW komponent e g

100
]

100

Week 18

Week 19

e v sitich uzivatell
e samostatné instalace

» na zdrojich uzivatell, v sitich uzivatel(



Monitoring provozu

Monitoring provozu

e CcO nam v té siti bézi ?

e vyuziti provoznich informaci na bazi tokd ~ NetFlow..
e potfeba primérené detailniho obrazu provozu

« potreba souvislého a plosného sledovani provozu

« schopnost zpétné analyzovat datové toky

« + detekce provoznich anomalii

e ++ reakce na detekované anomalni chovani



Monitoring provozu

Monitoring provozu
« provozni informace ~ NetFlow, IPFIX, ..sFlow
e aktivni sitové prvky
e sondy HW (napf. FlowMon)
« sondy SW (on the line/on host) ~ ipfixprobe, softflowd
« CESNET/ipfixprobe — https://github.com/CESNET/ipfixprobe
« zpracovani provoznich informaci

e komercni/open source nastroje (Nfsen, flow-tools, FlowMon, ..,
Akvorado, FastNetMon, ..)

e fada komercnich nastroji s FREE TRIAL (nékdy volné dostupna
verze s omezenymi funkcemi)

e nékteré nastroje i s detekénimi funkcemi



Monitoring provozu

Provozni informace na bazi toka =
« informace vybrané z protokolarnich hlavicek /ﬂ/\—\
« docasné agregované v misté vzniku
(aktivni sitové prvky, sondy)

1

]

« nasledné exportované (pfirozené x
nucené) do mist zpracovani (tzv.

kolektory) e =
[10.0.0.1->10.100.1.1, tcp/80 -> tcp/51243, 5pkts, 42008, }] .+ =
~ NetFlow, IPFIX [10.0.1.8 -> 10.200.2.2, udp/53 -> udp/12435, 2pkts, 560B_ 4" >
. ’ o o I I
« informace vybrané ze vzorkd paketu Collectors...

exportovanych jako soucast komplexniho
monitoringu zarizeni

~ sFlow
* ..vprincipu a v zékladu jde vzdy o informaci o
jednom sméru prenosu



Monitoring provozu

flow_direction=ingress
forwarding_status=forwarded

- . src_ip=2a02:598:2:0:x:x:x:X
Informacr" obsah dst_ip=2a07:8d80:£003:101:x:x:x:x
proto=tcp (6)
. el A > . 2t . A o~ src_port=https (443)
« typicky zavislé na typu zafizeni, které informaci vytvari, jeho pozici i
a funkci src_if=156
dst_if=49
° Sl’t'ovy' prvek src_vrfid=0x60000000
dst_vrfid=0x60000000
e nemusi zvladnout 100% provozu sre_asi0%]
. . . co+iak+kud t0s=00000000
e + informace o doruéeni J y fop. flags—push (8) , ack (16)
/ ) nexthop=0:0:0:0:0:x:x:x
e anho/ne proc ¢ first=2020/07/25 08:17:29.102
L, , , 1ast=2020/07/25 08:17:31.462
 kudy (vstupni/vystupni rozhrani) ey el
pkts=25
« sonda

¢ ZpraVidla ZVlédne 100% provozu src_1p=2a02:598:2:0:x:x:x:X
dst_ip=2a07:8d80:£f003:101:x:x:x:x
proto=tcp (6)

src_port=https (443)

CO - dst_port=36403

, . s e . ve s s + —

 exaktni = zpravidla v zavislosti na Sifrovani e e et () et (1G]

« odvozené - statistika, charakteristika provozu First>2020/07/25 98:17:29.102

e -vidi ,medium” — bez informaci o doruéeni a smérech

e + detailnéjsi informace ze “sousednich vrstev”

octets=34165

pkts=25
ll...IIII..I.IIII..IIII.III.II..I.IIII.I..I *




Monitoring provozu

Informacni obsah
« priklad netflow dat ze smérovace (s bézicim BGP)

Flow-Direction | FWD-5tatus | Flow-Labelvé | IP-Version | Src-IP Dst-IP Protocol | Src-Port Dst-Port

egress Forwarded 4 147.231.x.X 157.240.x.x tcp (6) 53483 https (443)
egress Forwarded 4 142.251.x.x 78.128.x.x udp (17) | https (443) | 60867
egress Forwarded | 67029 6 2a03:2880:x:83:x0x:X | 2001:718:x:9:00x:%:% tcp (6) https (443) | 51881
egress Forwarded 4 142.251.x.x 193.84.x.x udp (17) | https (443) | 54622
eqress Forwarded 188632 6 2001:718: 0 cen:xx:x 2a00:1450:x:B0e:x¢x:x | udp (17) | 53952 https (443) | 9
Src-ifindex | Dst-iflndex | Ingress-VRFID | Egress-VRFID | Src/Prev-AS | Dst/Next-AS | Src-Bitmask | Dst-Bitmask | TOS-flags | TCP-flags Nexthop
128 362 0x60000000 0x60000000 | ASG5001 AS532934 16 24 00000000 | ack(1l6) 91.x.x.x%
278 128 0x60000000 0x60000000 | AS13074 AS65001 24 19 00000000 195 x.x%.%
157 181 0x60000000 | 0x60000000 | AS32934 AS65009 48 48 00000000 | push(8), ack(16) | 2001:x:x:x:X:X:X:X
278 312 0x60000000 0x60000000 | AS13074 AS65004 24 21 00000000 195.x.%.%
171 213 0x60000000 | 0x60000000 AS15169 48 48 00000000 2001 30X XXX
362 171 0x60000000 0x60000000 | AS32934 AS65002 24 16 00000000 | push(8), ack{16) | 195.x.x.x
128 213 0x60000000 0Ox60000paa—tmrmssana —Acaanza == =24 —aooaocn- LA
513 128 0x60000000 0x60000! Flow-Start [CEST] Flow-End [CEST] Bytes-measured | Pkts-measured | Avr-Pkt-Length |
128 367 0x60000000 | Ox600001 24/05/09 15:57:12.370 @ 24/05/09 15:57:23.354 104.000 B 2.000p 52
362 157 0x60000000 0x60000i| 24/05/09 15:57:12.483 | 24/05/09 15:57:24.452 146.000 B 2.000p 73
™ 24/05/09 15:57:12.943 | 24/05/09 15:57:22.026 42.183 KB 36.000 p 1171.75
24/05/09 15:57:13.100 | 24/05/09 15:57:29.816 641.000 B 8.000 p 80.12
R __ gfEER__ B _ENEENE >4/05/0915:57:13.106 | 24/05/09 15:57:22.736 243.000 B 3.000 p gl || m
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Informacni obsah
« priklad netflow dat z prekladového prvku

Flow-Direction
ingress
ingress
ingress
ingress
ingress
ingress
ingress

ST T

xmpp-client (5222)
7351

42828

65101

7351

59417

https (443)

32855

47594

Protocol
tcp (6)

udp (17)
udp (17)
udp (17)
udp (17)
udp (17)
tcp (6)

| e IEN

syn(2), push(8), ack(16)

syn(2), push(8), ack(16)

Src-Port

38470
44441
7351

44778
44356
7351

32855

I bt~ FAADN

Bytes-measured

82.000 B
474.000 B
264.000 B

423.047 KB
474.000 B
264.000 B
264.000 B
264.000 B
264.000 B

Pkts-measured

1.000 p
3.000 p
3.000 p

320.000 p
3.000 p
3.000 p
4.000 p
4.000 p
4.000 p

FW-Event IP-Version | Src-IP Dst-IP Src-PostNAT-IP | Dst-PostNAT-IP

Flow update | 4 10.25.%.x 20.33.x.x 195.113.x.x 20.33.x.x

Flow update | 4 172.30.x.% 158.115.x.x | 195.113.x.x 158.115.x.x

Flow update | 4 158.115.x.x | 195.113.x.x | 158.115.x.x 172.30.%.x

Flow update | 4 172.25.%.% 195.113.x.x | 195113.x.x 195.113.x.x

Flow update | 4 172.30.x.x 158.115.x.x | 195.113.x.x 158.115.x.x

Flow update | 4 158.115.x.x | 195.113.x.x | 158.115.x.x 172.30.%.x

Flow update | 4 172.25.%.x 34.160.x.x 195.113.x.x 34.160.%.x
I Clease namedmdm | A L 2 1TEM s s I 168E 113 se sr | DA TEMN w I 173 WE s e
src-PostNAPTPort | Dst-PostNAPTPort | Src-ifindex | Dst-ifindex | TOS-flags | TCP-flags
24659 xmpp-client (5222) | 101010911 | 10 00000000

42828 7351 101020912 | 10 00000000

7351 44441 10 101020912 | 000COOOOO

44778 65101 9 10 00000000

59417 7351 101010911 | 10 00000000

7351 44356 10 101010911 | 0OOCOOOOO

32855 https (443) 9 10 00000000 | push(8), ack(16)
https (443) 32855 10 9 00000000 | push(8), ack(16)
https (443) 47594 10 9 00000000
IIIIIII..III.IIIIIIl.I.IIIIlII.IIIIII.IIII..III.IIIIIIIlIII..IIII
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Informacni obsah
« priklad dat z ipfixprobe (obsah vyznamné redukovany monitorovacim systémem)

Dst-Port | VLAN-ID | Src-MAC-Addr Dst-MAC-Addr TCP-flags

Src-IP Dst-IP Protocol | Src-Port
157.240.x.x | 195.113.x.x | udp (17) | https (443) | 35869 21 d4:eb:68:d4:7b:53 | 38:22:d6:b8:95:b2
195.93.x.x | 52.97.x.x tep (6) https (443) | 50525 38:22:d6:b8:95:b1 | d4:eb:68:d4:7b:53 | syn(2), push(8), ack(16), ece(64)
157.240.x.x | 195.113.x.x | udp (17) | https (443) | 53629 21 d4:eb:68:d4:7b:53 | 38:22:d6:b8:95:b2
157.240.x.x | 195.113.x.x | udp (17) | https (443) | 33673 21 d4:eb:68:d4:7b:53 | 38:22:d6:b8:95:b2
84.17.x.x 195.113.x.x | tcp (6) https (443) | 61389 21 d4:eb:68:d4:7b:53 | 38:22:d6:b8:95:b2 | syn(2), push(8), ack(16)
185.41.x.x | 195.113.x.x | tcp (6) https (443) | 62861 21 d4:eb:68:d4:7b:53 | 38:22:d6:b8:95:b2 | syn(2), push(8), ack(16)
157.240.x.x | 195.93.x.x tcp (6) https (443) | 59732 20 d4:eb:68:d4:7b:53 | 38:22:d6:b8:95:b1 | syn(2), push(8), ack(16) l
15?24[] noTonanm o S b frmasmt S e i ot i o Sl S Lo ket
157.240 SN/ Min-TTL | Max-TTL | Flow-Start [CEST] Flow-End [CEST] Bytes-measured | Pkts-measured
15124[]-. 58 58 24/05/13 09:35:43.158 | 24/05/13 09:40:40.936 190.295 MB 152.722 Kp
—= fsocina.cz 122 122 24/05/13 09:35:47.726 | 24/05f13 09:40:46.974 189.497 MB 134.217 Kp |
58 28 24/05/13 09:36:16.196 | 24/05/13 09:41:15.535 188.060 MB 150.474 Kp
58 58 24/05/13 09:35:50.224 | 24/05/13 09:40:49.952 164.186 MB 131.464 Kp |
39 59 24/05/13 09:36:14.707 | 24/05/13 09:40:36.931 154.445 MB 109.045 Kp
}-prod06-live.solocoo.tv 61 61 24/05/13 09:35:42.217 | 24/05/13 09:40:40.830 135.473 MB 91.897 Kp |
58 a8 24/05/13 09:35:47.440 | 24/05/13 09:40:46.354 116.779 MB 83.239 Kp
prgl-1.xx.fbcdn.net 58 58 24/05/13 09:36:07.133 | 24/05/13 09:41:06.033 101.264 MB 77.825 Kp |
prgl-1.cdninstagram.com | 58 58 24/05/13 09:35:34.319 | 24/05/13 09:40:30.541 75.026 MB 53.454 Kp
u prgl-l.cdninstagram.com | 58 58 24/05/13 09:36:24.904 | 24/05/13 09:41:18.053 71.854 MB 51.306 Kp |




Informacni obsah
« priklad sflow dat

Flow-Direction

FWD-5tatus

IP-Version | Src-IP

Dst-IP

ingress Forwarded @ 4 160.x.00x | 160.x.x.X

ingress Forwarded @ 4 160.x.0.% | 160.x.%x.X

ingress Forwarded @ 4 160.x.0x | 160.x.x.X

ingress Forwarded @ 4 160.x.0.% | 160.x.%.X

ingress Forwarded @ 4 160.x.00x | 160.x.x.X

ingress Forwarded @ 4 160.x.0.% | 160.x.%x.X

ingress Forwarded @ 4 160.x.00x | 160.x.x.X

ingress Forwarded | 4 160.x.% | 160.X.X.X
= F“”'”E: Src-MAC-Addr Dst-MAC-Addr

f8:bc:12:12:6e:e0 | d0:7e:28:43:65:00

f8:bc:12:12:6e:e0 | d0:7e:28:43:65:00

00:1a:1e:04:94:50 | d0:7e:28:43:65:00

00:25:90:b9:15:ff | d0:7e:28:43:65:00

00:1a:1e:04:94:50 | d0:7e:28:43:65:00

00:15:5d:07:67:db | d0:7e:28:43:65:00

00:1a:1e:04:94:50 | d0:7e:28:43:65:00

00:1a:1e:04:94:50 | 9c:8c:d8:c2:0c:56

EE B E cc90:70:7f:63:3c d0:7e:28:43:65:1f

Protocol
tcp (6)
tcp (6)
gre (47)
tcp (6)
gre (47)
tcp (6)
gre (47)
| gre (47)

TOS-flags
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

Src-Port

microsoft-ds (445)
microsoft-ds (445)

1526

microsoft-ds (445)

TCP-flags

push(8), ack(16)
push(8), ack(16)
push(8), ack(16)

ack(16)

Monitoring provozu

Dst-Port

49928
49800

36218

56228

Min-TTL
128
128
255

254
128
255
255
61

Src-ifindex
127
127
140
118
140
118
140
| 140

Max-TTL

128
128
255
63

254
128
255
255
61

oo o oo ooo

Dst-ifindex | VLAN-ID

Bytes-measured

33.772 KB
15.028 KB
18.000 KB
15.441 KB
15.216 KB
15.000 KB
15.000 KB
14.872 KB
14.058 KB

210
210
82
285
82
6
82
82

|5

Pkts-measured

23.000 p
17.000 p
12.000 p
11.000 p
14.000 p
10.000 p
10.000 p
11.000 p
11.000 p
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Dllezité parametry

« timeout ~ TTL pro uchovani zaznamu ve flow-cache
e active, inactive; v pripadé zaplnéni paméti = nuceny export
» vzorkovani - sampling

« 1:X, paketova perspektiva - fizena ztrata vypovidaci hodnoty — spotreba zdroju v prijatelném pasmu
(predevsim aktivni sitové prvky)

« kdyz zafizeni nestiha v rdmci nastavenych parametrd, zacne netizené zahazovat (flow-engine —
propustnost, flow-cache — velikost)

« sondy vétsinou konstruované na , wire-speed” — “selling-point”

« obecné pro naplnéni tucelu, ktery od toho chceme

e nerozhoduje pouze vykon zdroje, ale cely fetézec zpracovani
e absorpcni schopnost

e schopnost pracovat se vzorkovanymi daty
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V e-infrastrukture CESNET

Export NF Export NF
e permanentni zdroje
+  pétefni smérovace (MPLS-PE, MPLS-CE) -
« ~ vSechny hrani¢ni — ,obvod patere”
o« NetFlow v9, v10/IPFIX
>

e on-demand

e sondy na externich linkach , _
Externi propoj

e potencialni zaloha, pro pfipadny selektivni
detailni sbér informaci

e NetFlow v9, IPFIX Export NF Externi propoj

— ’

| uzivatel ’
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V e-infrastrukture CESNET

e nastaveni zpracovani NetFlow na paternich
smérovacich

e ne rozhrani do jadra
e vsechna klientska a externi rozhrani uzivatel '

e zpracovani egress+ingress provozu 2 |
ingress+egress , _ uzivatel
) i ) Externi propoj _
« ingress - netflow z provozu, ktery vstupuje |
rozhranim do zarizeni
« egress - netflow z provozu, ktery vystupuje
rozhranim ze zatizeni
EE__ _EEENE__N _EEEN__NSESEN _NEEN _NEN__N NEEEN_N__EN__ NEEES__N EEEN__EEES
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_c_:egnet

Bytes-estimated: sums/time steps, value per 3 hours, non-cumulative
” Summary
Syste m FTAS In graph 708.443 T8 | 86.76% 51
Rest of results  108.004 T8 13.24% - BE
Total 816.537 T8 100.00% ] S———————
7o Vd A4 . . Vd A4 Ve 7 v
« vyvijen pro vlastni potfeby monitoringu paterni sité
5.760 TR
A4 ’7 ’7 Ve Ve . . Vd . Vd
e sbér, zpracovani, uchovani, vizualizace provoznich informaci
2.q80 TR
Ve V' d V' d A4 A4 7 . . Ve
e dlouhodobé uchovani dat (v¢. podpory plnéni legislativnich{ ...
\Y4 o
pozadaVkU) BT aE
. (e “vsr Iv v s ‘ 555555555858 5828588354953334
« klasifikace, tfidéni, agregacni funkce I
552 1o/s
A4 rd
o d ete kcn I fu n kce / reg u Ia Ce p rOVOZ u ofz| Src-P Bytes-estimated Pkts-estimated Src-Object
e i 1L]= |I 2001:718:14 309.152 TE ~ 37.861% | 219.579 Gp ~ 25.478% | CESNET Praha
V4 . . Ve V4 2. 1> |I 2001:718:4( 180.649 TE ~ 22.124% | 138.761 Gp ~ 16.101% | CESNET2
L analyzy provozu’ Statlstlcke Vyh Odnocen I, trendy 2001:718:ffl 70.175TB ~ 8.594% 48.476 Gp ~ 5.625% | CESNET2
41> |I 2001:718:ffi 59.536 TB ~ 7.201% 43.356 Gp ~ 5.031% | CESNET2
= 5. > ] 2007180 20.546 TB ~ 2.516%  14.220 Gp ~ 1.650% | MU Brno
o |Ftow-DJ'rectfon A Src-IP Protocol | Src-Port Src-ifindex|Dst-iflndex|Src/Prev-AS| TOS-flags E-th);rtnE:t-ed \Pkts-estimatedFlow-Cnt| 2000:T18:AF 16920 TR — 2.072% 14684 Gp ~ 1.704% | CPSNET2
14.183 TB ~ 1.738% 10.295 Gp ~ 1.195% | CESNET DC/VI
1| ingress Forwarded | 77.75 tcp (6) | https (443) 156 a9 AS43037 | 10101010 | 3.073GB 2.844 Mp | 26318 -
2. ingress Forwarded | 77.75 tcp (6) | https (443) 156 140 AS43037 | 00000010 | 693.980 ME | 636.120 Kp | 6119 13.842TB ~ 1.695% 9.852 Gp ~ 1.143% | CESNET Praha
3./ ingress Forwarded | 2a02:5 tcp (6) | https (443) 156 49 00000010 | 476.113 MB | 444.960 Kp | 4659 11.905TB ~ 1.458% | 11.579Gp ~ 1.344% | CESNET2
4./ ingress Forwarded | 2a02:5 tep (6) | hittps (443) 156 140 00000010 | 95.478 MB | 88.600 Kp | 929
5. ingress Forwarded | 77.75 tcp (6) | https (443) 156 105 AS43037 | 00000010 | 73.180 MB 67.560 Kp 683 11.530 T8 ~ 1.412% | 58.568 Gp ~ 6.796% | UK Praha
6| ingress Forwarded | 108.17 tcp (6) | https (443) 94742 | 49 AS15169 | D00D0ODD | 57.358 MB | 72.400 Kp | 492 .
7.1 inarass | Forwarded | 10817 7 I'tentad | hrtns a4 | 04743 | a9 I as1s16a [ onooonon | 34278 mMR | 49440 kn | 454

# Src-IP;Src-GeoIP;Bytes-estimated;Bytes-estimated-Percent;Pkts-estimated;Pkts-estimated-Percent;Flow-Cnt;Flow-Cnt-Percent;Detector-Type;Detector-Name

# src_ip:src_ip_ccistatist_octets:statist octets_percent;statist_pkts:statist_pkts_percent;flowcnt:flowcnt_percent:;detector type:detector

185,22 i1, ; 666308800; 0. 0800714469973045; 16657720; 0, 0802009849319872; 416443, 0. 0B018835122896543; Src- IP; TCP SYN agalnst internal IP address ranges, sources

80,82, YC; 589342400, 0. 0708222655094218; 14733560; 0, 0709368403091497; 368339, 0. 07092566594545807; Src-IP; TCP SYN agalnst internal IP address ranges, sources

5,188, WS; 539766400, 0. 0648645343685178; 13494160; 0, 0649695710355213; 337354, 0. 0549593366691144,; Src- IP; TCP SYN agailnst internal IP address ranges, sources

5,818 3; 431857600; 0, 0S18970527310807;10796440; 0, 051981 0107120965 ; 269911 ; 0, 0519728223755976; Src-IP; TCP SYN against internal IP address ranges, sources

80,82, YC;412067200; 0, 0495188071418653; 10301680; 0, 04959891 76462417 ; 257542; 0, 0495911045502264; Src-IP; TCP SYN against internal IP address ranges, sources

3.8/ 18 }; 399057600; 0, 0479554216712604; 9976440; 0, 0480330029628829; 249411 ; 0, 0480254365384151; Src-IP; TCP SYN against internal IP address ranges, sources

3,188, WS ; 390915200; 0, 0469769357949958; 9772880; 0, 0470529341123587; 244322; 0, 0470455220737604; Src-IP; TCP SYN against internal IP address ranges, SOUNCES [ * 0 o aroraoc ddrerdrcae o cadran e igos crn s
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Systém FTAS - zpracovani, uchovani a zpfistupnéni provoznich informaci na bazi tokl

%—’ - Klasifikace =— Filtrace Router A data
i‘ ;'fﬁ > Filtrace FW B data
[T |
= Klasifikace NAT N data
Organizace 1 W’_QRDEN
e-mail »
o Nasledné Organizace 1 A
:;!:__&1'9/10 R downloaders :
top-list
FlexibleNF P
ey Pracoviste Y
sFlow o vw—
3 na_:or': ; ‘1 ............ 5 Y ﬁmr::ucem zdroje TCP SCAN
HailiakE organizace X:..-~ r o protl organizaci X Reporting
jako cil _ provoz u
&& !

pouze TCP SYN

Statisticky
zpracované udalosti
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Systém FTAS
e ukazky Ul
« vyber zdroju dat

f taC;S“Et FTAS Query - Primary installation in CESNET e-Infrastructure Query | Viewer || System Statistics | Configuration| Help and Info
User role: [Administrator v | , multi-color Ul @ Reports FTAS hSOC IP Core map Backbone interface list FTAS-Dist

Objects Selection ..?

1] I =
CESNET3:  dradec Kralové UK, backbone Filter |..any object type... .
CESNET3:  Dstrava V5B, backbone o | Personal Object-Sets Management
CESNET3:  2lzef Z€U, backbone Save
CESNET3:  Zeské Budéjovice JCU, backbone =

CESNET3:  lJihlava KU, backbone (Objeck-Set
CESMNET3: -Liberec TUL, backbone

CESNET3:  a-Usti nad Labem UJEP, backbone level of detsils O @ O % |.none.. v

Load or update or delete




Objects Selection ..?

Monitoring provozu

Flow Data Source

Filter
e

|._.an:»,r object type...

|ces net3

-4 m FTA Use — CESNET3:  a-Prah Personal Object-Sets Management
yste CESMET3: »-Prah E—
CESNET3:  Brno MUNI, backbone, border router < |Object-Set
k 4 k CESMET3: Olomouc UPOL, backbone £ o D) o G
L U aZ y U | CESMET3: Hradec Kralové UK, backbone

Ackraua €D hackhana Level of details @

= L.none.. e

Query Parameters ..7?

v d v d v d
 vyhledavani . o
Fields to store in results ..? Fields Query Condition - Simple Form ..? ...you can switch to 'generic’| condition form

Flow Src/Dst Fields 4 Query traffic (in form below) ® from Source to Destination O bidirectional O from Destination to Source

@ p= ® pst-ip * Source relation Destination

® 5rcport * @ pst-port *+ IP address fwww.seznam.cz | and ~] | |
® sic-ifindex * ® Dst-ifindex * Service Port (80,443 | land + | | |
® |ngress-VRFID * @ Egress-VRFID * AS Number | |land ~] | |
®src/prev-As + ® Dst/Next-AS * It e csndex] |lond v ]| |

: - VRFID ~
® SrcBitmask * ® pst-Bitmask * | |lend ]| |
Flow Comimen Fields a8 e R e
rotoco -flags -flags P
® Flow-Direction * ®Tcp-flags Sck Eritic ecp Elow;BiiEcloy FWD-Status
— egress

®FwD-Status *  ® Nexthop * t wr Flash

® Flow-Labelve * @ MinTTL = fee ok calbdlby

e - IP-Version Flow-Labelv6 Transferred through

CESNET3: raha T lisene : ;

® protocol * ® Flow Data Source * | | CESNET3: Pra :

l.TOS-ﬂags
Time, Value and Count Fields [ '@ (e

Query Condition Management
® pirs-measured
O pkts-estimated
L Bytes-measured @ Flow-Cnt

® Flow-start
® Flow-End

...advanced ®
[-10 minutes

Time Parameters ..? ...check time values ©J O cut flows at time interval border ..?

sub-aggregation period - .27
data table sampling -1 | ..

...when set to 'yes, then 'group by’ clause is constructed from selected (* labeled) fields and applied on each source data table

+ result of aggregation can be ordered by [none v [asc. v limitedupto[ | records/table before storing to final results..

Flow [last>= ~

O GMT time

O Bytes-estimated

Flow [first<= v| |[now

Aggregation — R

Query Processing ..?

Max. duration |30 seconds v O Run on background
Max. count 20000 records  ~ = Notify to (e-mail)

' without graphs |

Query name (when 'Run New Query')

! |

Run New Query =

EEE
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Objects Selection ..?

Flow Data Source

| Filter |...anyobject type...

= lcesnet3

Personal Object-Sets Management

?

S t Vé FT S Use — | CESNET3: -Prah. g
I I l A L — R o
ys e CESNET3:  Brno MUNI, backbone, border router [Object-set
, CESNET3: Olomouc UPOL, backbone R o TR o GRS
) ukazk U | CESMET3: Hradec Kralové UK, backbone 7
y 3 - Aekraua vwén harkhana Level of details @ O C G
Query Parameters

vyhledavani
« vyhled
Flow Src/Dst Fields
Sgcip=
® src-port *
® src-ifindex *
® |ngress-VRFID *
® 5rc/Prev-AS *
® 5rc-Bitmask *
Flow Common Fields
® Flow-Direction *
® FWD-Status *
® Flow-Labelvé *
® |pversion =
® protocol *
.TOS—ﬂags
Time, Value and Coun
® Flow-start
® Flow-End
L Bytes-measured

' Bytes-estimated

Aggregation — Aok

Fields to store in results ..?

Query Condition - Generic Form ..? ...you can switch to 'simple’ condition form

Conditions for 'Source','Destination' and 'Common' flow fields ("WHERE clause'). ..?

(src_ip=www.seznam.cz and src_port=80,443 and proto=6)} or {(dst_ip=www.seznam.cz and
dst_port=80,443 and proto=6)

® pst-1p +

® pst-port *

® pst-ifindex *
® Egress-VRFID *
@ Dst/Next-AS *
@ pst-Bitmask *

aC

.'TCF'-ﬂags
L MNexthop *
® MinTTL
® max-TTL

Conditions for value and count fields ("HAVING clause'). ..?

® Flow Data Source *

Query Condition Management
t Fields [ '@
® pkts-measured
O Pkts-estimated

® Flow-cnt

Time Parameters ..? ...advanced @ ...check time values _!

O cut flows at time interval border ..?

sub-aggregation period —+ =1

data table sampling —+

Flow [last>= ~ | 10 minutes

O GMT time

Flow [first<= ~| [now

...when set to 'yes, then 'group by’ clause is constructed from selected (* labeled) fields and applied on each source data table
+ result of aggregation can be ordered by [none v lasc. ~| limitedupto[ | records/table before storing to final results..

Query Processing

.7

RN U

Max. duration 30 seconds
Max. count 20000 records ~

' without graphs

C Run on background

uery name (when 'Run New Query'
“ Notify to (e-mail) QU { Query’)

= |




Monitoring provozu

Systém FTAS

e ukazky Ul - vizualizace

Flow-Direction | FWD-Status | IPVersion | Src-IP Dst-IP Protocol | Src-Port Dst-Port | Src-ifindex | Dst-ifindex | Ingress-VRFID | Egress-VRFID
egress Forwarded | 4 77.75.79.222 193.84.36.x tcp (6) https (443) @ 38682 362 312 0x60000000 | Ox60000000
WWW.SeZnam.cz | -—-.CZU.cZ
egress Forwarded | 4 77.75.79.222 193.84.36.x tcp (6) https (443) | 65087 362 312 0x60000000 | 0x60000000
WWW.SeZnam.cz | -—-.CZU.cZ
egress Forwarded | 4 77.75.79.222 193.84.36.x tcp (6) https (443) @ 50010 362 312 0x60000000 | Ox60000000
WWW.SeZnam.cz | -—.CZU.CZ
77.75.79.222
egress Forwarded 4 193.84.36.x | tcp (6) https (443) | 63905 362 312 0x60000000 0x60000000
WWW.SeZnam.cz
egress Forwarded | 4 77.75.79.222 193.84.36.x tcp (6) https (443) = 64957 362 312 0x60000000 | Ox60000000
WWW.SeZnam.cz | --.CZU.cZ
AS543037 ASB65004 23 21 00000000 | push(8), ack(16) | 24/05/13 10:34:11.047 4.308 MB 3.783 Kp
AS43037 AS65004 23 21 00000000 | push(8), ack(16) @ 24/05/13 10:31:07.387 4.119 MB 4.483 Kp
AS543037 ASB5004 23 21 00000000 | push(8), ack(16) @ 24/05/13 10:34:16.525 3.298 MB 2.998 Kp
AS43037 AS65004 23 21 00000000 | push(8), ack(16) A 24/05/13 10:32:01.254 2.484 MB 2.179 Kp
AS543037 ASB5004 23 21 00000000 | push(8), ack(16) & 24/05/13 10:35:00.731 1.844 MB 1.940 Kp




Monitoring provozu

S S té FT AS o > | Flow-Direction FWD-Status |P-Version Src-IP Protocol | Src-Port | Bytes-estimatedDst-IP-Cnt
y 1. > | | egress Forwarded | 4 udp (17) | https (443) 149878 83
° -
UkaZky Ul V|Zua||zace 2. > | egress Forwarded | 4 » udp (17) | https (443) |  888.931GB 119
J 3. > | egress Forwarded | 4 tcp (6) | https (443) 64.660 GB 123
120 Mhi's > | eqress Forwarded | 4 udp (17) | https (443) 39.866 GB 27
96 ks > | | egress Forwarded | 4 udp (17) | https (443) 30.382GB 97
72 Mods | > || egress Forwarded | 4 tcp (6) | https (443) 29.187 GB 95
43 Moys _ > I egress Forwarded | 4 udp (17) | https (443) 27.221GB 36
' > I eqress Forwarded | 4 tcp (6) | https (443) 23.407GB 115
24 Motz :
w = | | egress Forwarded | 4 udp (17) | 3478 16.469 GB 15
0 Mblrfs L=J L=J L=J L=J b= L=J b= L=J b= k=3 b= b= b= b= = b= = b= = b= = = = =
% S o £ 2 T T o % % % 2 % %% 2 % € %2 7 % % %2 > || egress Forwarded | 4 tcp (6) | htps (443) 15.026 GB 34
uwr uwr uwr uwr o uwr o uwr o uw o o o o w2 o uw o uw o uw w2 uw uw
T R e e S
22 89485 8 82 8 YIS A EEEANSESEEEEY AR > I egress Forwarded | 4 tep(6) | hitps (443) | 12.838GB | 91
[n) [n) [n) [n) [ul [n) - = - = - - oo oo oo oo [1a) oo [ny) [n)] [ny) [ny) [ny) [ny)
= 2 2 x5 5 2 £ 2 2 2 £ 2 £ 3 2 5 25 5 5 I 2 I T I
£ e L8 £ E L E L EEEELEEELEEBEEEREE SR SR >I egress Forwarded | 4 udp (17) | htps (443) 11.756 GB 78
T T s T T T T T T T T T T T T T " T " T " e " "
g d ddadFdddadadFdddaddadaaddadada
1\1',\. > I eqress Forwarded | 4 udp (17) | 3478 8.565 GB 12
14, > I egress Forwarded | 4 » udp (17) | 3478 6.127 GB 13
& ¢
‘ 15 > E eqress Forwarded | 4 edge-starmini-shy-01-prgL.facebook.com udp (17) | https (443) 6.118 GB 116




Monitoring provozu a obrana na urovni

transportu

Systém FTAS - detekéni prvky

o 4 FTAS

« funkce pro konfiguraci [ filter ] P
detektorfj el « Pl s s s s sssssssessassssssssnnEnaannan ’-
NetFlow v1..v10 detector f filter ] —
. —pa bl s s nnnn E ....................... ’-

fimé Fizeni IEXEFS (nastro NF extensions : detector
e pfimé Fizeni [ExaFS (nastroj ==y : : ()
pro regulaci provozu) IPFIX — ]
sFlow -

 notifikace

*
’0
*



Monitoring provozu a obrana na urovni

transportu

Petr Adamec <petr.

Exa FS Active IPv4 rules
IPv6 (0)  RTBH (0) :
« Ul, API
/" . " Active IPv4 rules that you can modify
« “central point of knowledge J
p , . , , Source addr. v Sporty  Dest addr. ~ Dport+ Proto~ Packetlen v Expires Action v Flags ~ User v Edit
» sitové technologie navazané na back-end B

» prava strukturovana podle prefixu el
. v M. Active IPv4 rules that are read-only for you
e tzn. i jako sluzba pro uzivatele

Those rules somehow including your network ranges. You can see them all for your information. However, you can not modify their expiration time or delete them.

Expired  All

Source addr. v Sport v Dest. addr. v D port ~ Proto~  Packet len Expires + Action v Flags v  User~

R I B H 2.0.0/24 *8.0.0/16 22 tcp 2042/02/03 22:20 Discard
/ 28.97.163/32 all 2026/10/17 12:10 Discard
BGP FlowSpec N
E F S ssssssssssss Socemaskiot)  Protecal ToP gl
Xa cp v SYN

2025/08/18 10:00 QoS 10 Mbps

DOOO0E

2025/08/18 10:00 QoS 10 Mbps
ACK
FIN
T ——— T T o C m
DONT al PSH
externi cisteni
s
LAST v
New RTEH
Ve Ve ‘ 8 8 8 1Pvd address 1Pvd mask (bits) Communi ity
VZ4 v v V4
pfesmérovani” §f . " . .
weee SE16C BCHON wove v 12032024 1344 5] —selsclmnmumly—
i Fnm RTGHGESNET oy
QoS Mbps. NIX
QoS bps NIX
QoS wbps NIX
DDoS Protector E
Discard RTBH.- FENIX
120320241313
) © RIBH-NX
RTBH-NIX
Re ol
025 Mbps. o Earsn7a COmments RTBH
| N | EEEN HE_EEEN EEENE_EER o oy ATEH. N

. Accept+ com
QS Mby Tast
BB B Bl B | B | B [ RTBH. FENK,



Monitoring provozu a obrana na urovni

transportu

FTAS - obranné role Application
MNetwork Process to Application

« automaticka obrana proti béZnym anomaliim / Gtokim
Presentation

« ,standardni” vlastnost (soucast) sluzby pFipojeni uzivateld Dats Repressniation and Enciption
v are | . .o Y . Session
« moznost specifickych limitd pro konkrétni prefixy s
e moznost “whitelistingu” ..oznamujte, prosim, pripadné Transport
testovani vasich siti 1 _Endf!:o«End Cuqneutiuns and Reliability
« on-demand specifické detektory v pFipadé potfeby g ”"*‘mgi’k
. Faih Determination and IP (Logical Addressing)
« urcitd podpora i u aplikacné orientovanych Utokd — ale R
limity monitorovaci metody nelze prekrodit MAG and LG (Phyalcal Addressing]
Physical

- Media, Signal, and Binary Transmission




Monitoring provozu a obrana na urovni

transportu

Systém FTAS _
e ukazky Ul — vizualizace . | :
« celd komunita

e rocni prabéh agregatt 152
detekovanych udalosti za 2
dny — ve spickach vice nez | =«
2/s

44 K

0k

o| Flow-Start [CEST] Flow-End [CEST] Bytes-estimated | Src-IP-Cnt | Flow-Cnt Flow-Cnt-Drop | Detected-Event-Cnt | Detector-Type

1.| 23/05/05 23:19:30.000 | 24/05/06 00:22:58.000 120.099 GB 67129 | 1962329448 | 1807462296 12182741 | 5rc-IP




Monitoring provozu a obrana na urovni

transportu
1.200 Eflows
Systém FTAS 0,960 Kflows
e ukazky Ul —vizualizace | o.720 ks10us
o specificky detektor o450 Kelone J | | |
(CZU) l ]
0,240 Kflows — ]
‘| 0 kflows |‘

Flow-Cnt: sums/time steps, 24/05/06 10:47:16-24/05/13 10:47:16, value per 50 minutes, cumulative

Flow-Directionf FWD-Status |Protocol| TOS-flags TCP-flags Flow-Start Flow-End
I ingress Forwarded tcp (6) | 11111111 | fin(1), syn(2), rst(4), push(8), ack(16) A 24/05/06 10:47:16.207 | 24/05/13 10:36:11.968
I ingress Dropped tcp (6) | 11111110 | syn(2) 24/05/06 10:50:57.396 | 24/05/13 10:30:38.968
ingress Drop ACL Deny | tcp (6) @ 00000000 | syn(2) 24/05/07 05:42:24.966 | 24/05/07 05:42:25.029

Bytes-estimatedPkts-estimated\Src-IP-CntiSrc-Port-CntAvr-Pkt-Length|Flow-Cnt

63.671 MB 1.166 Mp 1807 15865 24.43 | 24408
29.867 MB | 573.404 Kp 173 10949 21.91 | 15075
10.764 KB 206.000 p 1 2 52 2
(] EEEN o ---m- EEEE



Monitoring provozu a obrana na urovni

Systém FTAS 1.200
e ukazky Ul - vizualizace
» detektory (CZU)

358.400

25,800

12.300

un} un} un} an] an] an] an] an] an] un] un]

) ) )
‘ | E= E= E= =] =] T T T T = = =3 =3 =3

lDetected—Event-cnt: sums/time steps, 24/04/15 11:24:08-24/05/13 11:24:08, value per 3 hours, cumulative |

Flow-Start Flow-End Bytes-estimated Pkts-estimated\Src-IP-Cnt]
I 24/04/15 11:29:33.000 | 24/05/13 11:16:30.000 168.027 MB 3.223 Mp 344
I 24/04/16 03:15:24.000 | 24/05/12 21:14:33.000 59.514 MB 658.230 Kp 32
Flow-CntiFlow-Cnit-DropDetected-Event-CntDetector-Type Detector-Name
80718 27679 1550 | Src-IP against CZU
- amal| 13187 5603 140 | Src-IP against CZU



Monitoring provozu

Provozni informace, FTAS jako sluzba

e instalace v e-infrastrukture
e sprava e-infrastruktury
e sluzba pro uzivatele
e filtr provozu z patefe - samostatné uchovani uzivatelskych dat + zpfistupnéni (CZU)
« export provoznich informaci ze svych zdroj
e vlastni instalace na prostredcich uzivatele
e spolecna sprava ...~ vlastni sprava

 uzivatelé e-infrastruktury, ISP, IXP, verejna sprava, zdravotnictvi (komunitni i individualni
instalace)



Monitoring provozu

Sondy
« export “obohacenych” NetFlow dat

e HW akcelerované

e SW ipfixprobe - https://github.com/CESNET/ipfixprobe




!‘l l!"
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